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eftsure’s bank extension program (Portal Plug-In) runs as a browser plug-in available in
Chrome. You may visit Google’s official page to download and obtain the latest copy as
well as the complete product information for hardware and software requirements.

eftsure Chrome Bank Extension Program

Chrome Bank Extension Program is tested against Google Chrome Version 63.0.3239.132.

Latest version is recommended.

Chrome on Windows — Minimum Requirements (see official vendor site for latest details)
* Operating System - Windows 7, Windows 8, Windows 10 or later
* Processor - Intel Pentium 4 processor or later that's SSE2 capable
* Hardware - Machine capable to run specifications above.

Chrome Bank Extension Program Installer Package and Deployment

Chrome Installer — Add Chrome Extension and re-launch Chrome to complete Installation
Download Link:
https://chrome.google.com/webstore/detail/eftsurebankextension/piafomcmlinlobeaola
mcnlcgeomnmhbf?utm source=chrome-app-launcher-info-dialog

eftsure Chrome Extension Deployment via Chrome Policies (Multiple Installations)

In the User Configuration folder, “Configure the list of force-installed apps and extensions”

Group Policy Object (GPO) should be set to:

+ piafomcminlobeaolamcnlcgeomnmhbf;https://clients2.google.com/service/update2/crx
For some configurations, the target computers may need to be added under security
filtering for the group policy to take effect
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eftsure Chrome Bank Extension Installation
Directory and Registry Key Entries (Admin)

Installation Directory
By default Bank Extension Program is installed on the root directory below.
Access the path below using Windows Explorer.

%LOCALAPPDATA%\Google\Chrome\User
Data\Default\Extensions\piafomcmInlobeaolamcnlcgeomnmhbf

Registry Key Entries

For Administrators, Adding the following key entries on the registry is an
alternate way to install the program should the other installation options does
not work for you.

Note: When adding Bank Extension via Chromestore on client PCs normally does
not create registry entries.

¢ 32-bit Windows:
HKEY_LOCAL_ MACHINE\Software\Google\Chrome\Extensions\piafomcmInlob
eaolamcnlcgeomnmhbf

¢ 64-bit Windows:
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Google\Chrome\Extension

s\piafomcmInlobeaolamcnlcgeomnmhbf

Each key above contains string value (REG_SZ) named “update_url”

Extension Version Number

K  « Bitensions » pisfomeminiobeaolamenlcgeomnmhif [ #5111 s |
t Q/, ‘ <« Extensions » piaformcminlobeaclamconlcgecmnmhbf
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Chrome Security and Browser Settings

* Optional GPOs below that can be set in Google Chrome \ Extensions when Chrome |/ (]
Extension is Deployed via Chrome Policies o
==V [ |
1. Configure extension installation whitelist - Enabled, and add the following Extensions 2 oo e New 126
value to the list: Piafomcminlobeaolamcnlcgeomnmhbf — - - e vindow
oad unpacked extension... || Pack extension Update extensions now New incognits window
History »
2. Configure extension, app and user script install sources - Enabled, and add ﬂ rrehbenmon 20 (4 E Dovnloads
EFTsure Bank Extension cokmarks N
the following value to the list: B —— e
. . 1D: ngfep. mjkmofekbgkjiadeimekian Zoom - 100% +
https://clients2.google.com/service/update2/crx Loaded fom: *

Inspect views: background page

As the extension is installed when a user is logged in, you may need to wait a
few minutes after logging in again for the installation of the eftsure extension

to complete Save page ax..
Add to desktop...

Clear browsing data...
Extensions

Developer tools

» Cookies and User Data Chrome Settings (3
Chrome content cookie settings must be set to “Allow Local Data to be Set
(recommended)”.

* Enabling eftsure Bank Extension Program (after installation) via Chrome Settings > More
Tools > Extensions
Please see sample screenshot on the right
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Internet Explorer Installer
— Run Installer in "ZAdministrator Mode”

Download Package:
https://www.eftsure.com.au/extension/bho/InstallEFTSurelEPlugin2 0.exe

Manage Add-ons

View and manage your Intemet Explorer add-ons

Add-on Types Name Publisher Status Architecture  Load time  Navigation... -
P e Thore e (Net verified) Zeon Corporation
H H H H . PluslEEventHelper Class (Not verified) Zeon Corp... Disabled 32-bit
Installation Directory (Default) — IE EFTsure Bank Extension dlls can be found on this £ Sssch Pt i
. @ Accelerators i -
Citrix ICA Client Citrix Systems, Inc. Enabled 32-bit
directory @ Trecking Protection |
EFTsure Pty Ltd =
. . 2 Spelling Correction [ =
0, 0, v EFTSure Class EFTsure Pty Ltd Enabled 32-bit 0.00 s 0.00 s
%ProgramFiles(x86)%\EFTSurelEPlugin
Microsoft Corporation
Lync Browser Helper Microsoft Corporation Disabled 32-bit
Lync add-on Microsoft Corporation Disabled 32-bit
Kol < Local ik (C) » Progrem fies 686) » EFTSureEPlugin =45 ] Sea » . )
= - o OrrraaTEr TISCAVETEET EREBTE S gl
Organize v | [8% Openwith.. | Burn  Newfolder = - O @ [Curentty oaded ocd-ons -] Oracle America. Inc. -
= - Mutltiple add-ons are selected
Bl Desktop Name Type Size You have selected multiple add-ons in the list above. You can enable or disable all selected add-ons by clicking the appropriate button below.
B Downloads || — - -
| [l EFTSureBHO.dII Application extens... 836 KB
5] Recent Places - 5
| msvepl10.di Application extens... 523 KB
] msvert10.di Application extens... 855 KB
A Libraries i )
= | unins000.dat DAT File 2KB
2 Documents B im0 ool .
Applic 703 (e
& Music - unins000.exe pplication Fe—
EFTSureBHO.ll  Date modified: 10/19/2016 3:43 PM Date created: 10/21/2016 11:01 AM bl s foslae o s Sa a
(o) . Learn mere about toolbars and extensions ose
5| Application extension Size: 835 KB

|E Security and Browser Settings

* |E Local Intranet and Trusted Site Security Level
Set to Medium — Low

* After Installation, Enable EFTsure Add-Ons
1. LlaunchlE, gotoTools > Manage Add—0Ons
2. 2. Llocate and enable the following Add-Ons
*  EFTsure Class
* EFTsure

¢ Enable Show Command Bar

IE Bank Extension Program is located on IE’s Command Bar. If Command Bar is not
enabled or showed on your browser, you may show this by Right-Clicking on an empty
space on the “Menu Bar” and tick “Command Bar”.
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eftsure Bank Plug-in (Internet Explorer)
Setup Command Line Parameters

Parameters include:
e /HELP /? — shows a summary of available command line parameters
* /VERYSILENT - hide setup wizard and installation progress window

Parameters include:

e /HELP /? —shows a summary of available command line parameters

* /VERYSILENT — hide setup wizard and installation progress window

* /SUPPRESSMSGBOXES — suppress message boxes and use default responses

* /NORESTART — prevent setup from automatically restarting the system

* /LOG — create a log file in the user’s temp directory

» /CLOSEAPPLICATIONS — instructs setup to close applications using files that need
to be updated if possible

* /RESTARTAPPLICATIONS — instructs setup to restart closed applications if
possible

For silent installations, eftsure suggests the following parameters to be used
/VERYSILENT /SUPPRESSMSGBOXES /CLOSEAPPLICATIONS /RESTARTAPPLICATIONS
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Internet Explorer eftsure Portal Plug-In
GPO Settings

For the eftbank extension to work, the following GPO settings may need to be changed:

Computer Configuration \ Policies \ Administrative Templates \ Windows Components \
Internet Explorer \ Security Features \ Add-on Management (Add Class ID to add-on list if
required)

Computer Configuration \ Administrative Templates \ Windows Components \ Internet
Explorer \ Internet Control Panel \ Advanced Page \ Allow third-party browser extensions
(Allow)

By using the add-on list in Add-on Management, you can specify which third party browser
extensions to allow.

The eftsure bank extension has the following Class IDs:

{0O51FBOEC-79EA-4F8E-9EC2-F1FF4462FB0S}
{4AEEEE4AA-1AB5-480D-996F-76448CBD6E68}

64-bit Installation Installations, you may need to disable the setting “Enabled Enhanced
Mode”. Note: In some cases this setting may impact your other existing plug-ins. Please
review prior making the change.

1.

Navigate to the gear icon on the top right corner of the browser and click Internet
Options.

Go to Advanced tab and locate the checkbox for “Enable Protected Mode”.
Unselect/uncheck the associated checkbox and click Apply.

Re-launch the browser.
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Getting Started — Validate Installation

Accessing eftsure Portal Plug-In

Google Chrome & Internet Explorer
Note: EFTsure Portal Plug-In should be enabled on your Browser prior to
performing steps below.

1. Launch Browser on your device.
2. Click EFTsure Bank Extension Button to launch EFTsure Portal Login
screen.

Notes:

Google Chrome

located on the extensions bar.

Internet Explorer
located on the command bar.
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Contact Us

For more information on the Bank Extension Program and
eftsure Products and Services, please contact:

eftsure Support
T: 1300 985 976 | support@eftsure.com.au

More Info?

Kindly see the following documents. « AWS_iso_27001_global_certification.pdf
EFTsure Security Questions s AWS iso_27018 certification.pdf

* AWS_Compliance_Quick_Reference.pdf * Intro_to AWS_Security.pdf
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